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B HacrodAmeM JOKYMEHTE WCIOJB3YIOTCS CIIEAYIONIEe TEPMUHBI U HX
OTIpE/ICTICHIIS:

ABTOMATH3HPOBAHHAN CHUCTEMAa — CHUCTEMa, COCTOSIIas U3 TIepCOHAna W
KOMIUIEKCA  CPEJCTB  aBTOMATM3AI[IM  er0o  JIeITEeNLHOCTH,  pealm3yromast
H(OPMAIIIOHHY IO TEXHOJIOTHIO BRITIOJTHEHUS YCTAHOBIICHHBIX (DYHKITUIH.

AyTeHTH(UKALUA OTNPABUTENS] JAHHBIX — IOATBEPXKJEHIE TOTO, YTO
OTHPABUTEIIb ITOTyYEHHBIX JAHHBIX COOTBETCTBYET 3asBICHHOMY .

Be3onmacHoCTh TMepPCOHANBHBIX [JAHHBIX — COCTOSHIE 3alUIEHHOCTU
NEPCOHALHBEIX  JAaHHBIX, XapaKTepu3yeMoe  CIIOCOOHOCTBEO  IIONb30BaTeei,
TEXHHUECKIX  CpeAcTB U HH(OPMANUMOHHBIX  TeXHOJoruit  obecreuyursb
KOH(UAEHIINATLHOCTE, LEeJIOCTHOCTh U JOCTYIIHOCTh MEepCOHANTBHBIX JaHHBIX IPHU HX
oOpaboTke B MHPOPMALNOHHEIX CUCTEMaX IIePCOHATbHBIX JaHHBIX.

BuomMerpuueckne  nepcoHajibHble  JIaHHbIE —  CBEJCHUSI,  KOTOpHIE
XapakTepimyorT (usnosormdeckne ocoOeHHOCTH UeIoBeKa I Ha OCHOBE KOTOPBIX
MOKHO YCTaHOBHUTH €ro JIHMYHOCTbL, BKIIOuas (ororpaduu, OTIeYaTKH [aJbIEeB,
oOpa3 ceTyaTKM TIJIa3a, OCOOEHHOCTH CTPOCHHUSI Tejla U JPYrYH II0JOOHYIO
nH(pOpMALIIO.

BinoxupoBanue nepcoHaibHbIX JaHHBLIX — BpeMEHHOE IIpekpaleHue coopa,
CHCTeMaTM3aIIl, HAKOIUJICHNS, HCIIONb30BaHUsA, PACIPOCTPAHEHUs, IepCOHALHBIX
JAHHBLIX, B TOM HICJIE IX IIepegadl.

Bupyc (KoMnbrOTEpHBbIH, MPOrpaMMHBIN) — UCIIOIHIEMBIH IIPOrpaMMHLLl
KOJZ IUIM UHTepIpeTupyeMblil HaOop HHCTpyKHmii, oOnmamaromuii cBoiicTBaMu
HECAHKLIMOHUPOBAHHOI'O pacIIpocTpaHeHNs: H caMoBoclpousBeneHus. CozJaHHBIE
ayOnuKaThl KOMIIBIOTEPHOTO BUpyca He Bcerja COBIIAJAlOT ¢ OpPHUTrUHAIOM, HO
COXPaHSIOT CIIOCOOHOCTH K JTanbHelneMy pacipocTpaHEeHHIO 9
CaMOBOCIIPON3BEICHUIO.

BpenoHocHas  mporpamMma —  @porpaMma, — IpeJHa3HaueHHas  JULI
OCYIIECTBJICHISI HECAHKIMOHMPOBAHHOTO JoCTyma u (W) BO3JAEHCTBUSI Ha
IIEpCOHALHEIE JIAHHBIE I Pecypchl MH(OPMAIMOHHOI CHCTEMBI IIepCOHANTBHBIX

AdaHHBIX.



BcenomorarteibHble TeXHHYECKHE CPeACTBAa M CHCTEMbI — TEXHHUIECKHE
CpE/ICTBa I CHUCTEMBI, He NpeAHAa3HAuEHHBIE UL Iepejaun, oOpaboTKU U XpaHEHUs
IIEPCOHAJILHBIX JJAHHBIX, YCTaHABIINBAaEMBIE COBMECTHO C TEXHHUYECKIMH CpPECTBAMU
I CHCTEMaMi, INpeJHAa’3HAUEHHBIMU 11 0OpaboTKU MHEepCOHANBLHBIX JAHHBIX I B
IIOMEIIEHNSIX, B KOTOPBIX YCTAHOBIIEHHI MH(OPMAIUMOHHBIE CHUCTEMBI IIEPCOHAIHHBIX
JTaHHBIX.

HocTyn B orepalMOHHYIO cpely KOMIbIOTepa (MH(OPMALIMOHHOI CHCTEMbI
MEPCOHAILHBIX JAHHBIX) — [TOJTyUeHIIe BO3MOKHOCTH 3aIlycka Ha BBHITIOJHEHNE ITATHBIX
KOMaHA, (QYHKIIU, IpOIeayp OIEpPaIIOHHON CHCTEMbI (YHITUTOXKEHISA, KOIMPOBAHILI,
IepeMen[EeHI 1 T.11.), UCIIOIHAeMBIX (paiiyioB IIpHKIIaAHLIX IIPOTPAMM.

Hoctyn Kk wHdpopMauuu — BO3MOXHOCTH IOJIydeHus uHpopMalmu u ee
HCTIONIB30 BaHIS.

3akiaiouHoe YCTPOMCTBO — »JIEMEHT CpeJCTBa cheMa HHGOPMALUU, CKPBLITHO
BHEIpSAeMBIIT (3aKiabIBaeMbIil WM BHOCHMEIN) B MecTa BO3MOXHOIO cheMa MH(pOpMAaIIT
(B TOM wucle B OrpaxieHne, KOHCTPYKIIIO, oOOpyHOBaHUE, IPeIMeThl HHTephepa,
TPAHCIIOPTHLIE CPEACTBA, a TaKikKe B TEXHUUECKIE CpeJICcTBa M cucTeMbl 0OpaboTku
nHpopMaLm).

Bammmaeman  vHgopmauust  —  uHQOpMAI, SARLTOMIAACT — IPEIMETOM
COOCTBEHHOCTH M IIOZYIeXKalIllasl 3aIluTe B COOTBETCTBUI € TpeOOBAHISAMU IPABOBBIX
JOKYMEHTOB IUT TPeOOBAHMISMIL, YCTAHARIIIBAEMBIMIL COOCTBEHHIKOM HH(OpMALIIH.

HMnenrndguxaums — nprcpoeHne cyobekram 1 00beKTaM JOoCTyIla ieHTHIKaTOpa
1 (W) cpaBHEHHE IPEIbARIIEMOr0 MIASHTH(UKATOpa € IIepedHeM NPUCBOCHHBIX
AeHTU(HKATOPOB.

NudopmaTuBHLII  cCHIHAJ —  3JIEKTPUYECKHE  CHUTHANBI,  aKyCTHUECKUe,
AIIEKTPOMArHUTHLIE I Apyrue (uindeckue IoJs, [0 IapaMeTpaM KOTOPBIX MOXKET ObITh
packpbITa KOoH(UAEHIHAILHAS HHpopMalius (IepcoHalbHEIe JJaHHBIe) oOpadaThiBaeMasi B
H(GOPMAIMOHHON CUCTEME MEPCOHATLHBIX JaHHBIX.

Nudgopmanmonnas  cucrema nepcoHaabHbIX JaHHbIX  (MICIL/IH) -
nHpopMaImoHHas CUCTEMa, MPeACTaRILIONIas co00l COBOKYIIHOCTE IIEpCOHAIbHBIX

AaHHBIX, COACPKAITNXCH B Oaze AaHHBIX, 4 TaK¥XE HH(pOpMaL[I-'IOHHbIX TEXHOJIOTHH 1



TEeXHIYECKUX  CPEJICTB, IO3BOJLIOIMX  OCYIIECTBIATL  00pabOTKy  TaKmx
IIepCOHAJILHBIX JIAHHBIX C IHCIIOJIB30BAHUEM CpPEACTB aBTOMATU3alUM wwim ©Oe3
HCIIOJIB30BAaHUS TAKUX CPELCTB.

HNudgopmaiinoHHble TEXHOJIOTHM — TIPOIECCH], METOBI Moucka, cOopa, XpaHEHI,
obpaboTku, IpeoCcTaRICHI, pacIpOCTpaHeHNsT MH(OPMAITIN I CIIOCOOBI OCYIIECTBIICHIIS
TaKHUX IPOLECCOB U METOJOB.

Hcnonb3oBaHue mNepcoHANLHBIX JaHHBIX — JelicTBusa  (omepamuu) c
[IEPCOHAILHBIMU JAHHBIMU, COBEPIIaeMBbIE OIIEPaTOPOM B HEILIX HMPUHATHS pelleHUI
IUII COBEPIIEHUS UHBIX JAEHCTBUI, MOPOKIAIOMUX IOPUANYECKUE IIOCIEJACTBUS B
OTHOIIEHNN CyOBEKTa MEPCOHANBHBIX JAHHBIX WM JPYTUX JIUL OO0 HHBIM 00pa3zoM
3aTparuBaloON[UX IIpaBa U CBOOOALI CyOBeKTa MEPCOHANBHBIX HaHHBIX MM JAPYTUX
JIULI.

Hcrounuk  yrpo3bl  0ezonacHocTy  MHpopMaLmm —  CyOBeKT — JIOCTYIIa,
MaTepUasIbHBIN 0ObeKT W (PH3HMEcKoe SBICHNE, SBRIBTOIIIECS IIPUHMIHON BO3ZHIKHOBEHILT
yIpo3bl Oe3011acHOCTH HH OpMAI[ULL.

KoHTtposmpyemasi 30Ha — IIPOCTPAHCTBO (TEPPUTOPHS, 3JaHHE, YacTb 3IaHU,
IIOMEIIEHIE), B KOTOPOM HCKTFOUEHO HEKOHTPOImpy eMoe IpeOblBaHIe IIOCTOPOHHIIX JIL], a
TaKXe TPAHCIIOPTHBIX, TEXHIYECKIX 1 NHBIX MaTepHallbHBIX CPEJICTB.

KonguaeHunammHOCTH MePCoOHANIBHBIX JAHHBIX — 00s13aTeNbHOe T COOIOICHIL
OIIEpaTOPOM I HHBIM IOJYUHBIINM JOCTYII K [E€PCOHAJBHBIM JAHHBIM JIULIOM
TpeboBaHNe He JOIyCKaTh X paclpocTpaHeHne 6e3 corsacus cyObekTa IepCoHaIbHBIX
JAHHBIX I HAJIIYIS HHOTO 3aKOHHOTO OCHOBAHUS.

MexcereBoil DKpaH — JIOKaIbHOE (OZHOKOMIIOHEHTHOE) Wi (PYHKIIHOHAIIBEHO-
pacmpesieNieHHoe  IpoIpaMMHOE  (IIporpaMMHO-aImIapaTHOE) CPefcTBO  (KOMIUIEKC),
peamiyrolee KOHTpob 3a nHdopmariyeii, nocrymnatomeil B nHPOPMAITIOHHYIO CHCTEMY
IePCOHANBHBIX JJAHHBIX U (WUIH) BRIXOAsIIeN 13 HH(GOPMATMOHHOH CHCTEMEI.

Hapymuress 0€30IaCHOCTH  MEPCOHAJIBHBIX JAHHBIX —  (QU3MYECKoe  JIIIO,
CIIy4ailHO WM IPEeAHAMEPEHHO COBEpINIAoIlee AEHCTBUS, CIEACTBUEM KOTOPBIX SIRILIETCS
HapyIleHne Oe30MaCHOCTU IEPCOHAILHBIX JIAHHBIX IPU MX 00padoTKe TEeXHUYECKUMIT

CpeACTBaMI B I/IH(I)OpMaL[HOHHBIX CHCTEMaX IICPCOHAJILHEIX JaHHEIX.



HeaBToMaTH3HpoBaHHasi 00pabdoTKA MepPCOHAJBLHBIX JaHHBIX — 00padoTKa
IIepCOHANILHEIX  JIAHHBIX,  COJepKammxcsd B  HHQOPMAIIUOHHOW  CHCTEME
IIEPCOHANBHBIX JAHHBIX JIIOO0 WU3BJIEUEHHBIX W3 TaKOW CHUCTEMBI, CUHTAeTCs
OCYIIECTRIEHHOI Oes HCIIOJIL30BAHUS CPEICTB aBTOMAaTH3aI[IHI
(HeaBTOMATH3MPOBAHHON), €C/IU TakHe JeHCTBUSA C IIepCOHATLHLIMU JAHHBIMI, Kak
ICIIOJNIb30BaHNE, YTOUHEHUE, paclpOCTpaHEeHNe, YHUUTOXKEHUE IMEePCOHATLHBIX
JAHHBIX B OTHOINEHMM KaXXJOro M3 CyOBEKTOB IIEPCOHANBHBIX JaHHBIX,
OCYIIECTRIISIOTCS IIPU HEIIOCPEICTBEHHOM YUaCTUU YeJIOBeKa.

HenexnapupoBaHHbIe BO3MOMKHOCTH — (PYHKIIMOHATILHBIE BO3MOMXKHOCTU CPEJICTB
BBIUNCIIUTE/TGHON TEXHUKH, HE OIMCAHHBIC IUIM HE COOTBETCTBYIOIINE OIMUCAHHBIM B
JIOKYy MEHTaLIH, pu HICTIO T30 BAH I KOTOPBIX BO3MOYKHO HapyIeHue
KOH(UAESHINAILHOCTH, JOCTYIIHOCTH IJIM LIETIOCTHOCTH 0OpadaThiBaeMoil nH(opMaum.

HecaHKiinoHMpoBaHHBIH J0CTYN (HeCAHKLIMOHMPOBAHHbIE JefiCTBISA) — JIOCTYII
K vHpopMaimm win JeifcTBua ¢ uH(popMalue, HapyIIarome IpaBiia pas3rpaHIde s
JOCTYIIa ¢ HCIOML30BAHUEM HITATHBIX CPEACTB, IPEJOCTARIAEMBIX NHPOPMAIOHHBIMU
CHUCTEeMaMH IIePCOHANLHBIX JaHHBIX.

Hocurens nagopmaumm — Qusideckoe JMIo WK MaTepuaibHbll 00BLeKT, B TOM
ypcnie (u3udeckoe Iose, B KOTOpoM HHQOPMAIIS HAaXOAUT CBOE OTpaKeHUue B BHJE
CHMBOJIOB, 00pa3oB, CHTHAJIOB, TEXHIUECKNX PeIIeHIii 1 IPOILECCOB, KOMUYECTBEHHBIX
XapaKTepUCTHK (PUNMUIECKIX BEITUUNH.

Obe3TnuuBaHHEe IE€PCOHAJBHBIX JaHHBIX — JIelficTBUS, B pe3yibTare
KOTOPBIX HEBO3MOXHO OIPEeAeINUTh MPUHAICKHOCTL IEePCOHANBHBIX JaHHBIX
KOHKPETHOMY CYOLEKTY IepCOHAILHBIX JaHHBIX.

O0padoTKa NepcoHaIbHBIX JAHHBLIX — JelicTBUs (OIepalun) ¢ nepCcoHaIbHEIMU
JAHHBIMI, BKIFOUasg cOOp, CHCTEMATU3alliO, HAKOIUIEHNe, XpaHeHHe, YTOUHEHIE
(oOHORNIEHNE, IBMEHEHNe), ICIIONL20BaHIe, paclIpocTpaHeHe (B TOM YICie Iepeaady),
obernmunBaHne, OIOKUPOBaHIE, YHIUTOKEHIE IIePCOHABHEBIX TaHHBIX.

O01meaocTynHble NMepcoHaNbHble JaHHbIE — IIEPCOHAJILHBIE JJAHHBIE, JTOCTYII

HEOTPaHNMYCHHOTO Kpyra JIMII K KOTOPHEIM IIpCAOCTABIICH C COITIaCIAd CY6‘LCKT3



MIePCOHANBHBIX JIAHHBIX IUTN Ha KOTOPBEIE B COOTBETCTBUU C (heJepalbHBIMI
3aKOHAMHI HE pacIpocTpaHsgeTcs TpeboBaHne COONIOIeHNsI KOH(PIISHITNATBHOCT.

Texnnueckne cpeactBa HHGOPMALIMOHHOIN  CHCTEMBbI  TEPCOHAILHBIX
JAHHBIX — CPEJCTBA BHMUCITENHHON TEXHUKM, WH(HOPMAITIOHHO-BEIUNCIIITENHHEIE
KOMIUIEKCBI 11 CETII, CPE/ICTBA 1 CIICTEMBI Ilepeaun, fpreMa u oopadoTku [1][H (cpeacTra
CHCTEMBI 3BYKO3AIlICH, 3BYKOYCIUIGHIS, 3BYKOBOCIIPOUBZBEICHIS, IIEPETOBOPHBIE I
TEJICBU3NOHHBIE YCTPONCTBA, CPEJCTBA URTOTOBRJIEHIS, THPAKUPOBAHUSA JOKYMEHTOB I
JIpyTHie TeXHIUEecKIe cpeJcTBa 00paboTKM peueBoil, rpadieckoil, Bumeo- M OyKBEHHO-
iudporoil uH(pOpMaIM), IpPOrpaMMHBEIE CPEACTBa (OTEpPallUOHHBIE CHCTEMBI, CHCTEMEBI
yhpapieHns GazaMi JaHHBIX U T.IL), CPEACTBA 3aIlUTBl HMH(POpMAIUN, MPUMEHSIeMbIE B
H(OPMAIIOHHBIX CHCTEMAX.

IlepexBatr (MHpopMaumM) — HEIpaBOMEpHOe IoyueHue HHGOpMALUH C
IICIIOJIb30BAaHIEM TEXHUYECKOIO CpecTBa, OCYUIECTRIIIOMEro oOHapyKeHe, IpueM
11 06paboTKy NH(POPMATUBHEIX CUTHAJIOB.

IlepconanbHble  OaHHbIe — noOag  uHOpMAIUA,  OTHOCAIIAsCA K
ONpeJeIeHHOMY IIM  OlpeJeseMoMy Ha OCHOBaHHM Takoif  uHQopMmarumn
b recxomy nuiy (CyOLEeKTY IepCcoHANIbHBEIX JAHHBIX), B TOM YHCIE ero (aMivius,
M, OTUECTBO, T0JI, MeCHLl, JlaTa 1 MecTO poXKJeHus, aapec, ceMeiiHoe, coruanbHoe,
IMYyIIeCTBEHHOE  IIoJIoKeHue, oOpasoBanme, Ipodeccusi, JOXOABI, Apyras
nHpOpMaIIL.

ITo6ouHbIe IeKTPOMATHUTHbIE H3JIy YeHUs u HABOJKH —
AJIEKTPOMATHUTHBEIE H3IYUEHUS TEXHUYECKUX CpeAcTB oOpaboTku 3aIiuiaeMoil
nH(QOpMaLIK, BOZHIKAIOMNE Kak TOOOUHOE SABJIEHUE I BhI3BAHHBIC JIEKTPUUECKIMI
CHUTHaJaMH, ACHCTBYIOMIMMU B UX SJIEKTPHUYECKUX U MACHUTHBLIX HEISIX, a TaKxke
HJIEKTPOMATHUTHBIE HABOJAKM STUX CHUTHAJIOB HAa TOKOIPOBOJSIINE  JIMHUIL
KOHCTPY KITHI I I[N ITUTaHI.

IToIMTHKA «YMHCTOr0 CTOJIA» — KOMIUIEKC OPTaHI3aI[MOHHBEIX MEPOIPUSITHII,
KOHTPOJIIPYIONIUX OTCYTCTBUE 3aIlUCBIBAHUS Ha OyMajKHBIE HOCHUTENH KIOoueil u

aTpUOyTOB JOCTyIa (IIapoJsieit) u XxpaHeHus uxX BOIMM3U 0ObEKTOB JOCTYIIA.



Iloab30BaTeib HMHGPOPMALMOHHOM CHCTEMbl MEPCOHAJIBHBIX JAaHHbIX —
U0, ydacTByromee B (YHKIUOHUpPOBAHUM  UHPOpMAIMOHHON  CcHCTEMEI
MEPCOHANBLHBIX JAHHBIX I HCIOJIB3YIOMIEE PE3YIbTaThl €¢ (PyHKITMOHUPOBAHII.

IIpaBuna pa3rpaHUYeHHS aocTyna — COBOKYITHOCTh IIpaBUII,
pErIaMEHTUPY IO UX IpaBa JIOCTyIa cyOBEKTOB JOCTya K 00beKTaM JIOCTYIIA.

IIporpammuas 3aK/iajgKa — KOJ| IIPOTPaMMBI, INPEJHAMEPEHHO BHECEHHBIN B
IporpaMMy ¢ IEIbIO OCYIIECTBUTH YTEUKY, M3MEHUTh, OJIOKUPOBAThH, YHIUTOXUTH
nHGoOpMaIIO WM YHUYTOXKUTH U MOAUDUIIPOBATL IIPOrpaMMHOE obecredeHue
nHpopMamoHHONl cUCTEMBI IEPCOHATBHBIX JaHHBIX U () OJIOKUpOBaATH
alrapaTHbBIE CPEJICTRA.

IIporpammuoe (mpor paMMHO-MaTeMaTHYECKOE) BO3/1eiicTBHE —
HECAHKIINOHUPOBAHHOE  BO3JEHCTBUE  Ha  pecypchl  aBTOMAaTU3HPOBAHHOII
NHPOPMAILMOHHON CHCTeMBI, OCYHIECTBIIEMOE C HCIIONBL30BAHUEM BpPEJIOHOCHBIX
IIPOTPaMM.

PackpbiTHe MNEepCcoHAJBHBLIX JaHHLIX — VMBIIIJIEHHOE IUIH  CIlydaiiHoe
HapyIleHne KoHPUASHIINAILHOCTH [1epCOHATILHBIX JaHHBIX.

PacnipocTpaHeHne nepcoHaJbHbIX JaHHBLIX — JeHCTBUS, HallpaBIeHHLIE Ha
nepejauy  IIepCOHAJbHBIX  JaHHBIX — ONpeAesrieHHOMY Kpyry jui (mepejgada
[IEPCOHAILHBIX JIaHHBIX) WM Ha O3HAKOMJICHUE C IIepCOHAIIBHBIMH JaHHBIMI
HEOTPaHIUEHHOTO KpyTra JIUIl, B TOM Yucje 0OHapoJOBaHUEe IIEPCOHABHBIX JaHHBIX B
cpeJcTBaX  MaccoBoil  mH(opmaium,  pasMenieHue B HHEQOPMALHOHHO-
TEJIEKOMMYHUKALINMOHHBLIX CETSIX MM IIPeJoCTaBlIeHHEe JOCTyIla K II€pCOHAIbHBIM
JAHHBIM KaKIM-JI100 UHBIM CIIOCOOOM.

Pecypc mH(pOpMaLIHOHHON cHCTeMbI — IMEHOBAHHBIN 3JIEMEHT CHCTEMHOIO,
IIPUKIIaJHOTO TUTH aIrapaTHoOIo obecrieueHns ¢y HK LIIOHIPOBAHIS
nHG}pOpMaITOHHOI CCTEMEI.

CneuuajibHble KATeropul MepCOHAJbHLIX [JaHHLIX — II€PCOHAJIBLHEBIE
JIaHHBIE, Kacarol[Hecsl pacoBOM, HaIMOHAILHON IPUHAIJIEHKHOCTH, IMOIHUTUYIECKUX
B3IJISZIOB, PEIUTMO3HBIX Win (uimocodekmx yOexaeHuil, COCTOSHUSA 3J0pPOBbS U

MHTHIMHOMN XN3HU C_Y6’B€I€Ta I[IEpCOHAJIEHBIX JaHHBIX.



Cpeacrea BbMHCIMTEILHOII TEXHHMKHM — COBOKYITHOCTH TIPOTPAMMHBIX W
TEXHITIECKNX 3JIEMEHTOB CHCTEM OOpabOoTKM JIAHHBIX, CIOCOOHBIX (DYHKITMOHHPOBATH
CaMOCTOSITEJILHO WA B COCTaBE JIPYTUX CHCTEM.

Cybobexkt goctynma (cy0beKT)— JMII0 WM Tporece, JAelCTBHS KOTOPOTO
perylaMeHTUPYIOTCS MIPaBIJIAMI pa3rpaHIMIEHIS JOCTYIIA.

Texnuvecknii  KaHAaJ yTeUKH HMH(POPMALIMM — COBOKYITHOCTH  HOCHUTEIIA
nagopmarmn  (cpejacTBa  00paboTkm),  usMUeckoil  cpepl  pacIpOCTpaHEHMS
MH(POPMATUBHOI'O CHUTHAJlAa U CPEJACTB, KOTOPHIMU JOOBIBAETCS — 3alluiiaeMast
nHpopmarus.

TpancrpannuHas 1nepejadya  IEPCOHAJILHBIX  JAHHBIX —  IIepejaya
IepCOHANLHBIX JaHHBIX ollepaTopoM uepes [ocymapcTBeHHyrO rpanuly Poccuifckoit
Denpeparin  opraHy BIacTH MHOCTPAHHOIO ToOCydapcTBa, (UAHUECKOMY MU
IOPHIUYECKOMY JIMITY HHOCTPAHHOI'O I'OCYJapCTRa.

Vrpo3bl 6€30MacHOCTH TePCOHAIBHBLIX JAHHBIX — COBOKYITHOCTH YCJIOBHIT U
(hakTOpOB, COZNAFOIIIX OINACHOCTH HECAHKIMOHHPOBAHHOIO, B TOM WICIIE CIy4aifHOTro,
JOCTYIIa K IIEPCOHATILHLIM JAHHBIM, PE3YJILTATOM KOTOPOIO MOYKET CTaTh YHIUTOXKEHIE,
3MeHeHne, ONoKMpOBaHNe, KOIMPOBaHIE, PACIPOCTPaHEHNE IepCOHABHBIX JAHHBIX, a
TAKOKE HHBIX HECAHKIMOHMPOBAHHBIX AelcTBuil mpu ux obpaboTke B MHQPOPMALMOHHOI
CHCTEME IIEPCOHATILHBIX JaHHBIX.

YHUUTOKEHHE TEePCOHA/ILHBIX AAaHHbIX — JelCTBILI, B pe3yibTaTe KOTOPBIX
HEBOBMOJKHO BOCCTAHOBUTEH COZEPIKAHIE IePCOHATLHBIX JaHHBIX B HH(OpMAIIOHHOM
CUCTEME IePCOHANbHBIX JAHHBIX IUIM B pe3yjbrare KOTOPLIX — YHIUTOMKAKOTCS
MaTepuaIbHbIe HOCUTEIIH MepCOHAIbHBIX JaHHBIX.

VYreuxa (3ammiuaemoil) wuHdopMamyM Mo  TeXHUYECKHM  KaHaJIaM —
HEKOHTPOJIPYEMOe  paclpocTpaHeHre MH(POpMAIIM OT HOCHTENd  3allUIaeMoil
nHpopMaIm uepes (PUIUECKYIO Cpeay A0 TeXHUUECKOIO CPeJCTBA, OCYIIECTBILIOIIEIO
nepexBaT HH(GOPMAITHII.

VYupemxgeHne — yUpexJeHIs 3IpaBOOXpaHeHs, COHAILHON cdepsl, Tpyaa 1

3aHATOCTIL.



Vsa3BumocTh — c1aboCTh B CPEJICTBAX 3ANUTHI, KOTOPYEO MOMKHO HCIIONIBE30BATH JUTSI
HAPYIIEHUS CUCTEMBI IUTH cojiepakarelics B Hell mH(opMaIuiL.

IMenoctHOCTH MHGOPMALIM — CIIOCOOHOCTH CPECTBA BBIUNCIIUTEIHHON TEXHUKI
IV aBTOMATIBUPOBAHHON cuCTeMBbl oOOecreunBaTh HEM3MEHHOCTh WHGOpMAUN B

YCJOBIBIX CITy4JaitHOTO I/IUTH TIpeHAMEPEHHOIO UCKaXeHs (pa3pyIIeHns ).



OBO3HAYEHNA 1 COKPAIHIEHUA

ABC — aHTUBHUpPYCHBIE CPEJICTBA

APM — arTOMaTH3HpOBaHHOE paboUce MECTO

BTCC — BcrioMoraTenbHble TEXHUYECKUE CPEICTBA U CHCTEMBI
NCII]I1 — undopmaniuoHHass CHCTEMA TIEPCOHATIBHBIX JTAHHBIX
K3 — xoHTpOrmpyemas 30Ha

JIBC — nokajibHast BBIMUCIIUTENIbHAS CETh

MD — MexceTeBoH dKpaH

HCJI — HecaHKIMOHUPOBAHHBIH JOCTYII

OC — onepaliMoHHasI CHCTEMA

I1]IH — mepcoHabHBIE JaHHBIE

IIMB - nporpaMMHO-MaTEMaTHUECKOE BO3ICHCTBUE

ITO — mporpammHoe obecrieueHue

[IOSMHH — noGoyHbIE SIEKTPOMATHUTHBIC H3TYUCHUS U HABOIKH
CAS3 — cucTeMa aHaam3a 3aiuieHHOCTI

C3U — cpeacTna 3aniuThl HH(OpMAITIN

C3I[1JI1 — cucrema (roJcucTeMa) 3alUThL IIePCOHAILHBIX JaHHBIX
COB - cucrema oOHapYKeHIS BTOPKSHII

TKY U - trexHuueckue KaHaIbl yTeuku HHPOpMaLUK

YBIIJIs — yrpossl 6€301acHOCTH NEPCOHATBHBIX JTaHHBIX

10



BBenenme

Hactosgmas ITomutnka nadpopmanuonHoii 6ezomacHocTn (ganee — [lommTnka)
DenrepanmbHOTO roCyZJapCTBEHHOTO OHOJIKETHOTO yUpexIeHIe HayKH
WuCcTuryT reOXNUMNIN M. A.IL Bunorpagosa
Cubupckoro otaenenus Poccuifckoit Axagemun Hayxk MHUT'X CO PAH),
paspaborana UI'X CO PAH, gpnigercsa oduiinaabHEIM JOKYMEHTOM.

[TonuTuka paspaboTaHa B COOTBETCTBUH C LEIAMU, 3aJadyaMy I IPHHIIUIIAMI
obecnieueHns HH(GOPMAINOHHOM GE30IIACHOCTH U 3aIUTHL IIEPCOHANIBHBIX JaHHBIX.

[Tomutuka paspabortana B cooTBeTcTBUN ¢ TpeboBaHusamu DegepanbHOTO
s3akoHa ot 27 mona 2006 1. Ne 152-D3 «O 1mepcoHalIbHBIX JAaHHBIX» I
ITocranornenusa IlpaBuremsctea PP or 01.11.2012 N 1119 «O6 yreepxaeHNN
TpeboBaHMII K 3al[UTe IIEPCOHAJILHBIX JAHHBIX IIpH  ux obpaboTke B
NHPOPMAIMOHHBIX CHCTEMaX [ePCOHANIBHBIX JaHHBIX», HA OCHOBAHUH:

1. TTonoxenua o Merogax u crocobax 3amuTel uHGOpMAIU B
HH(pOPMALIMOHHEIX CHCTEMaX IIePCOHAJILHBIX JaHHBIX, YTBEPKACHHOIO
npukazom GCTOK Poceun or 11.02.2013 N 17;

2. TumnobIx TpeGoBaHMi 110 OpraHu3aIuu u obecIieueHuI0
GyHKIMOHNpOBAaHUSA IMU(POBANBHEIX  (KpHIITOrpaUUEcKUX) CpeJCTB,
IpeJHazHAUeHHBIX I 3aIllUThl HHQOpMALIK, He cojepikalieil cBejeHuit,
COCTABJIAIOMINX IOCYJapCTBEHHYIO TailHy B CIIy4dae I3 HCIOJIB30BaHUS LI
obecneyenns O€30MIACHOCTH IMEPCOHATLHLIX JAaHHBIX IpH X 0OpaboTke B
nHG(pOPMAIMOHHBIX CHCTEMaX IEePCOHANBHBIX JaHHBIX», YTBEPKIEHHBIX

pykoBogcTBoM 8 Ilenrpa PCE Poccun 21.02.2008 Ne 149/6/6-662.

B Tlonuruke onpexaenensl TpedboBanmsa k nepconany KMCIIJ[H, cTeneHn
OTBETCTBEHHOCTH IIEpCOHAJA, CTPYKTYpa I HEOOXOAUMBINT YpOBEHb 3allUIIeHHOCTH,
CTaTyC U JIOJDKHOCTHBIE OOSI3aHHOCTH COTPYHUKOB, OTBETCTBEHHBIX 3a oOecIieueHne

0e30I1aCHOCTHU I[IEPCOHAJIBHBIX JAaHHBIX.
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Oo0111e MoJI0KEeHUA

BezomacHOCTh MEPCOHAJILHBIX JIAHHBIX JOCTUTAETCS IIyTeM UCKIFOUCHHS
HECAaHKI[MOHUPOBAHHOTO, B TOM YHCIE CJIydailHOTO, JOCTyIla K IE€pCOHAILHBIM
JAHHBIM, PE3YJILTATOM KOTOPOTO MOXKET CTaTh YHUUTOXKEHUE, W3MEHEHNE,
OIoKIpOBaHNE, KOMMPOBaHUE, PAacIpOCTpaHEHUE MEePCOHANLHBIX JaHHBIX, a TaKkKe
ITHBIX HECAHKITMOHUPOBAHHBIX JeiicTRUIL.

Wudopmaiiusg n cBsI3aHHBIE ¢ Hell pecypchl JOJIKHBI OBITH JTOCTYIIHBI JUTS
aBTOPU30BAHHBIX  IIOJIb30BaTesleil. JIOMKHO  OCYIIECTBIATHCS  CBOEBPEMEHHOE
oOHapyskeHue u pearupoBanne Ha YEII/IH.

JIOJDKHO ~ OCYIIECTBILATHLCA — IPeJOTBpallleHue  NpeAHaMEpEeHHBIX  WIN
CIIydailHbIX, HACTHUHLIX IUIN IIOJIHBIX HECAHKI[MOHUPOBAHHLIX MOAU(UKAIil mim
YHUUTOXKEHIIS JaHHBIX.

CocraB 0OBEKTOB 3al[UTHl IpeicTaBieH B [lepeune mnepcoHaTLHBIX JaHHBIX,
IIO/IJIeKAIIUX Ball[HTe.

Ora Ilomutunka unpopmalmonHoif  OezomacHocTH  OblIa  yTBEpXKAEeHA
Hupexropom UI'X CO PAH ITarxum B.C.

1. O61acTh HeicTBUA

TpeGopannsa Hacrosuieit [loIUTUKN pacIpOCTPAHIIOTCS Ha BCeX COTPYIHIKOB

UI'X CO PAH, patoraronux ¢ MCITJ[1 (mraTHBIX, BpeMEHHBIX, pabOTAIOMIX 110

KOHTPAKTy M T.IL), & TAKXKe BCeX IMPOUMX JINIL (ITOApSIUNKY, ayAUTOPHL I T.IL.).
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2. Cucrema 3AlUTLI IIEPCOHAJILHBLIX JJaHHbBIX
CucTtema 3aluTH ITepcoHaNbHBIX AaHHBIX (C3IIJ[H), cTpouTCS HA OCHOBAaHIU:

- Ilepeuns nepcoHaIbHBIX JAaHHBIX, ITOJIEKAI X 3allUTE;

- ITomoxkeHnss o pazrpaHMYEHUM IIpaB JOCTyIla K oOpabaThIBaéMBIM HEpPCO-
HaJIbHBIM JJaHHBIM;

- Pyxorogsamux goxkymenroB @CTOK u OCE Poccum.

Ha ocHOBaHUHN ATHX JOKYMEHTOB OIIpeesieTcsl HEeOOXOAUMBIH YpOBEHb
samuiensoctn [1In xaxmoit MCII[n UT'X CO PAH. Ha ocHoBaHuMM aHamm3a
aKTyaJbHBIX yrpo3 OesomacHoctu IIJ[H, nemaeTcs 3axmoueHue O HEOOXOAMMOCTHU
HCIIOJIb30BAHUS TEXHUUECKUX CPEACTB U OPraHU3alMOHHBIX MEPONPUATHI I
obGecrieuenns 6ezonacHocTn I1][H.

B zaBucumoctu or ypoBHia 3amuineHHoctu MCIIJ[H u axTyaldbHBIX yIpos3,
C3III1 Mo)keT BKIIOHATH CJIEAYIONINE TeXHIUECKIE Cpe/ICTRa:

- AaHTHBUPYCHBIE CpeAcTBa A1 pabouux CTaHIIMII [IOJb30BaTeNell U CEPBEPOB;

- CPEACTBA MEKCETEBOTO SKpaHUPOBAHIUS;

- cpeJcTBa Kpunrorpaduueckoil 3amuTsl nHQGOpMaLIH, TP Iepejaye 3aiii-
maeMoit nHdopMaIn 110 KaHaraaM CBI3H.

- (pyHxUmHH 3amuTh, oOecreuynBaeMble INTATHLIMHI CpeAcTBaMH 00paboTKH
ITJIn onepammonueiMu cucremamu (OC), mpuknagueiM IO 1 crenuaabHBIMU
KOMILTIEKCAMI, Pea3yIoMUMU cpecTBa 3aluThl. Cucok (PyHKIUI 3aI{UThHl MOKET
BKJIFOUATD!

- YIIpaBJI€HUE 1 pa3rpaHUdeHne JOCTyIIa [10Jkb30Bareneil;

- peructpaiuio u yuer geficruii ¢ undopmarueit;

- o0ecIeunBaTh IeJI0OCTHOCTD JaHHBIX;

- IPOU3BOJAUTH OOHAPYKEHUI BTOPIKEHUI.

3. TpedoBanusn k noacucremam C3I1/Iu

C3I1JIu BxIrOYaeT B ceOst CIIEYIOIINE IT0ICHCTEME !

- YIIpaRJIE€HUA JOCTYIIOM, perUCTpallui I yUeTa;

- obecnieueHns MeJIOCTHOCTU U JOCTYITHOCTH;

o aHTI{BprCHOﬁ 3allITHI,
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- MEXCETEBOTO KPaHUPOBAHI;

- 0OHapYKEHUS BTOPIKECHUI;

- Kpuntorpadmueckoii 3anUTHI.

4.1 IloacucteMsbI yrIpaBJeHHS J0CTYIIOM, PErHCTPALIUN M YUETa

[logcucteMa yIpaBiIeHIS JOCTYIIOM, PEruUCTpalluil U ydeTa IIpeIHa3HaueHa
JUTS pean3aliin cIeIyromux Gy HKImii:

- UJASHTU(UKAIIN U [IPOBEpKa IOJIMHHOCTU CyOBEKTOR JIOCTyIa IIPH BXOJE B
NCIIH;

- HAeHTU(UKAIIN TEePMHIHAJIOB, VY3JIOB CETH, KAaHAJIOB CBI3M, BHENIHHUX
YCTPOICTB 110 JIOTMUECKIM IMEHaM;

- nAeHTHuKauy IporpaMMm, TOMOB, KaTajoros, daiinos, 3amuceil, nomneit 3a-
Iuceit 1o nMeHam,

- perucTtpaimn Bxoza (BeIXoja) cyOLEKTOB JOCTYIIa B CUCTEMY (I3 CHUCTEMBI),
b0 perucTpaius 3arpy3ki 1 MHUIIHAII3AIN OIIepallIOHHO CUCTEeMEl I ee OCTa-
HOBA.

- perucTpaIiu IoIbITOK JOCTYIIa IIPOTrPpaMMHBIX CPEICTB (IIporpaMm, IIporec-
COB, 3aJ1a4, 3aJaHuil) k 3anjumaeMsIM ¢aiinam;

- perucTpaiun IOILITOK JOCTYIIa IIPOTPaMMHBIX CPEJICTB K TepMHHalaM, Ka-
HaJlaM CBA3MH, IIporpaMMaM, ToMaM, karajoraMm, daibiam, 3arucsam, IoJIsIM 3aIiuc eil.

ITopcucrema ynpapieHus JOCTYIIOM MOXET OBITH peann30BaHa ¢ ITOMOIILIO
ITAaTHLIX cpejcTB obpadorku [T/ (onepannonubx cucreM, nputoxennit u CYB]T).
Tax e Moxer OBITH BHEAPEHO CIIEHHABHOE TEXHIMUYECKOe CPEACTBO WIM HX
KOMIIJIEKC OCYIIECTRIISION[ME JOMOIHUTENLHBIE Mephl 10  ayTeHTU(Hukanum i
KOHTpoJito. Hampumep, IpHUMEHEHHE eINHBLIX XPaHIINI] Y4YEeTHBIX 3alllceil
IIOJIb30BaTeNell 1 perncTpalmoHHol nHpopMalny, UCIIOML30BaHNe OOMETPUYSCKIIX
I TeXHIMUEeCKNX (C IIOMOINBEO BJIEKTPOHHBIX IMPOIYCKOB) Mep ayTeHTH(HUKAIIII I
ZIpy TUX.

4.2 IToncucrema obecriedeHHs1 LEJTOCTHOCTH M JOCTYIIHOCTH

ITopcucrema obecredeHUs IEJIOCTHOCTU U JOCTYIIHOCTH IIpeAHa3HadeHa UL

obecrieueHns OEJIOCTHOCTH M JOCTYIIHOCTHU HI[H, I[IpOoTpaMMHEBEIX I allllapaTHBIX
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cpeactB VUCI[Jlx UT'X CO PAH, a Tak ke cpeICcTB 3aIUTHI, IPUA CIyYallHON IUIA
HaMepeHHOI Mo dukaIun.

ITogcucTeMa peanusyercs ¢ IIOMOIIBIO OpTaHN3AI[UH PE3EPBHOTO KOTIUPOBAHMS
oOpabaThIBa€MBIX JIAHHBIX, a4 TaK JK€ pPE3epPBUPOBAHUEM KITFOUEBHIX AIIEMEHTOB
HUCII]]=.

4.3 IToacucrema aHTUBHPYCHOI 3alIIUTbI

ITogcuctemMa aHTUBHPYCHONM 3alUTHI  IIpeJHA3HaueHa [UId OOecIeueHNs
AHTUBUPYCHOM 3a1UTHl cepBepoB 1 APM nosm3oBarenent UCII[H YupexaeHus.

CpezncTBa  aHTHBHUPYCHOI  3aIiUTHl  IIpeJHA’HAUEHBLl JJIs  peam3arjui
CIIEAYIOIIX (DY HKIIIIL:

- PE3UIAEHTHBI aHTUBUPYCHBLII MOHUTOPUHT,

- AHTHBHPYCHOE CKaHNPOBAHIUE;

- CKpHUNT-OJI0KUPOBAHUE;

- LEHTPAII30BAHHYIO/YAATIEHHYIO YCTAHOBKY/JJENHCTAIUIALUIO aHTUBIPYCHOTO
IIpoJAyKTa, HACTPOIIKYy, aIMUHUCTPUPOBAHNIE, IIPOCMOTP OTUETOB M CTATUCTHYECKOI
nHpoOpMaIIH II0 padoTe IPOAYKTa;

- ABTOMAaTH3UPOBaAHHOE OOHORBICHNE AHTHBUPYCHBIX 0as;

- OIpaHUYEHNE IIpaB IIOJIL30BATENSI Ha OCTAHOBKY MCIIONHAEMBIX 3aja4d U U3-
MEHEHISI HaCTPOEK aHTUBUPYCHOTO IIPOrpaMMHOIO obecIieueHus;

- aBTOMATHIUECKUIl 3aIIycK cpasy II0CTIEe 3arpy3Ku OIepallMoHHOM CUCTEMBI.

ITogcucrema peajusyercs IIyTeM BHEAPEHUS CIELUUAaTIbHOIO0 aHTUBHPYCHOTO
nporpaMmMHoro obecrnedenus Ha Bee sneMenTsl MCIT/H.

4.4 ITopcucremMa MeRCETEBOI0 IKPAHUPOBAHUS

ITomcucremMa MeXCETEBOTO SKpaHUPOBAHIL IpeJHa3HaueHa I peasn3aliin
CIeAYIOMIX (DyHKIII:

- pumsTpauy oTKpeEITOro M 3ammm@poBaHHOro (3akpeiToro) IP-rpaduxa mo
CIEAYIOIIM IapaMeTpam;

- (puxcanuu BO BHYTPEHHUX JKypHajax HH(pOpMAlUU O MPOXOASANIEM OTKPBI-

ToM 1 3akpeIiToM [P-Tpaduxe;
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- UASHTUPUKAINN U ay TEHTU(UKAITNIO aJIMITHICTPATOpPa MEKCETEBOTO SKpaHa
IIPU €ro JIOKaJILbHBIX 3allpocax Ha JOCTYII;

- perucTpaiuu Bxoja (BbIXOZA) aIMHHUCTPATOpPa MEXKCETeBOTO 3KpaHa B CH-
cTeMy (M3 CUCTEMSBI) JIMOO0 3arpy3KU I MHUIMAIN3AIUI CUCTEMEI U €€ IMPOrPaMMHOTO
OCTaHORA;

- (pwIbTpanUu MAaKEeTOB CITYKEOHBIX MPOTOKOJIOB, CITYKAIUX JUIS AHATHOCTUKU
I yrpaBieHns paboToil ceTeBbIX YCTPOICTB;

- (pwmbTpanUu ¢ y4EeTOM BXOJHOIO M BBIXOJHOIO CETEeBOro uHTepdeiica kak
CPEACTRBO IPOBEPKU IIOAJIUHHOCTU CETEBBIX aJIPECOB;

- perucTpaiyu 1 yuera 3alpalliBaeMbIX CEpBUCOB IIPUKIIAJHOIO YPOBHI;

- OJIOKMpOBaHIA AOCTyIla HEUACHTU(PUUIPOBAHHOIO OOBEKTa WIN CyOheKTa,
II0/UIMHHOCTB KOTOPOTO IIpH ayTeHTUPUKAINN HE IIOATBEpANIAch, METOJAaMU, YCTOIl-
YUBBIMU K IIEpEXBaTy;

- KOHTPOJISL 3a CceTeBOil aKTHBHOCTBLIO IPIUIONKEHUN U 0OHAPYKEHUS CEeTeBBIX
aTax.

IloxgcucreMa peanuzyercs BHEAPEHUEM IIPOrpaMMHO-aIIIapaTHBIX KOMIIJIEKCOB

ME’KCEeTEeBOro KpaHupoBaHusd Ha rpannie JIBC.

4.5 TToacucrema oOHapy KeHUs BTOPHKEHMIT
ITopcucremMa OOHApPYKEHUSA BTOPIKEHUI, JOJKHA 00ecCIIeulBaTh BHISBIICHUE
ceTeBBIX aTak Ha a1emeHTH VCIIJ[H nmoaxmoueHHBIe K CeTsaM OOIIero Iob30BaHus I
(r1m) MexTy HapoJHOro oOMeHa.
OyHKIMOHAT MOACUCTEMEI MOXKET OBITH peanz0BaH IIPOrPaMMHEIMHI I

IIPOTpPaMMHO-aIIIapaTHLIMHI CPEICTBAMU.

16



4.6 Iloacucrema KpUNTOrpadpuUIecKoi 3alIHThI
[Togcuctema kpunrorpaduueckoil 3amuTel IpeAHA3HAUEHA I NCKITFOUECHUS
HCJI x zamumaemoii nadopmarmuu B UCITa UT'X CO PAH, mpu ee mepegaun 1o
KaHaJaM CBA3U ceTell 0OIIero Mmob30BaHus U (W) MEK/TyHapOoJHOTO 0OMEHA.

4. llomw3oBaTesm HCIIIn

B HCIIJlu HUI'X CO PAH MOXHO BBIJEIUTL CIEAYIOMNE TPYIIILI
II0JIb30BaTelel, yIacTBYOMUX B 0O6paboTke u xpanenun [1][x:

- Agmunuctpatopa UCIIn;

- AqMuHHICTpaTOpa 6e3011acHOCTH;

- IToms3oBarenu cetu UI'X CO PAH;

4.1. Anmunuctpatop UCITIn
Anpmunuctparop MCIIIH, corpymunk MI'X CO PAH, orBercTBeHHEBII 3a

HACTpPOIIKY, BHE/IpEHIIE u COIIPOBOKACHIIE HUCIIH. ObecnieunBaer
dyuxunonnpopanne nogcucreMsl yrpasienus gocryrnom MCITu u ynonaomMoueH
OCYILECTBIIATH IIPEJOCTABIICHIE I pa3rpaHUUeHIe JOCTYIIa KOHEYHOTO I0JIL30BaTeId
K 5JIEMEHTaM XPaHAL[IM IIepCcOHaNIbHLIE JaHHbIe.

Anmunuctparop UCIT/ u obnasaer cieayomuM ypoBHEM A0CTYIIa 1 3HAHMIL:

- obnastaer nonuoit undopmarueil 0 cucTeMHOM U IPUKIIAAHOM IIPOrpaMMHOM
obecnieuennu UCIT/x;

- obnagaer nonHoi nHpopMaueil 0 TEXHUUECKUX CPeCTBaX U KOH(PUrypaLiim
NCII/IH;

- IMeeT JOCTYII KO BCeM TeXHUUYECKUM cpeacTBaM 00paboTku uHGOpMAIUU 1
nauubiM UCIIIH;

- obnajjaer mpaBaMi KOH(UIYPUPOBAHUSA U aJIMHUHICTPATUBHON HACTpOIIKH

texHnyecknx cpencts UCIIJIH.
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4.2. ATMHMHHCTpATOP 0€30MaCHOCTH

Anmunnuctpatop 6ezonacHoctu, cotpyaauk MI'X CO PAH, oTBeTCTBEHHEI 3a
dyukiuonnporanne  C3[[J[H, Bxmouasd  OOCHy)KUBaHHE W  HACTPOIKY
aIMIHUCTPATHRHOM, CEpBEPHON 1 KJIMEHTCKOI KOMIIOHEHT.

ApmuHuctpatop Oe3omacHocTH 06JajjaeT CIEAYIOMUM YPOBHEM JIOCTYHa U
3HAHUIL:

- obmagaer npaBamu Aamunuctpatopa UCIIH;

- obnagaer nosHoi nHpopmarueit 06 UCIIIH;

- UIMEET JOCTYII K CpeAcTBaM 3aIUThl MHPOPMALUN U MPOTOKOIMPOBAHUSA U K
yacTH KmoueRbIX aneMeHToB UCTIIH;

- HE UMEET IIpaB AOCTYIIa K KOH(PUI'YPUPOBAHITO TEXHUUECKUX CPEACTB CETU 3a
UCKJIFOUEHUEM KOHTPOILHBIX (MHCIIEKIINOHHBIX ).

AnMuHUICTpaTOp O6€30IIaCHOCTH YIIOJHOMOUECH:

- peann3oBLIBATEL HOJIUTUKN Oe3omacHocTu B yacTi HacTpoiiku CK3U, mexce-
TEBBIX AKPAHOB U CUCTEM OOHApYIKEHI aTak, B COOTBETCTBUU C KOTOPBIMH IIOJH30-
BaTelIb I0JIyuaeT BO3MOKHOCTE paboTath ¢ aneMentamu MCIT H;

- OCYIIECTBILATD ayUT CPELCTB 3all[UTHL;

- YCTAHABIUBATEL JOBEPUTENIbHBIE OTHOIICHIS CBOEI 3al[UIEHHOI CeTH C ce-

TAMH APYTUX YUpexAeHMil.

4.3.1Tob30BaTelIb JOKAJILHON CeTH

IToms30BaTenb okambHOM cetn, cotpyaunuk UI'X CO PAH, ocymecTBiszomnnii
obpaborky IIJIn. O6paGorka IIJ[H BKkIOWaeT: BO3MOXKHOCTHL IpocMmorpa ITJH,
pyunoit Brog IIJ{n B cucremy MCIIJ[H, dopmupoBanne crupaBoK I OTYETOB IIO
nadopmarun, nonyuennoit nz MCIIJ. ITomp3oBarens He MMeeT IOJTHOMOYUIT A
yIpapieHus nogcucremamu oopadorku gauHeix u C3I1[H.

[Toms3oratens UCIT)H obmagaeT ciieyromuM ypoBHeM JOCTYIIa 1 3HAHIIL:

- obmazaeT BceMH HEOOXOAMMBIME aTpuOyTamMu (Hampumep, Iaposem), odec-
NIEUNBAIOIIIMI JOCTYII K HEKOTOPOMY ITOAMHOKecTBY 11J[H;

- pacromnaracTt KOH(I)H,[[CHL[H&JTBHBIMI‘I AaHHBIMH, K KOTOPEIM UMCCT JOCTYII.
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5. TpeGoBaHus k nepcoHay 1o odecreueHu o 3ammThI JIBC u 11/In

Bee cortpypuuxkn MI'X CO PAH, apmsmomuecs mnosnb3oBatensamu JIBC n
WCIIJIH, DODKHBL YETKO 3HATh M CTPOrO BHINOJHATH YCTAaHOBIIEHHBIE IIpaBUJIa U
O0OS3aHHOCTH 1O JIOCTYIy K 3aIUIaeMbIM OOBEKTaM U COOIIOACHUIO HPUHSTOrO
pexnma 6ezonacHoctn JIBC u I1][H.

IIpn BCTyIUIEHUN B JOJDKHOCTH HOBOIO COTPYJHUKA HENOCPEIACTBEHHBIM
HayaJbHUK IIOApAa3fieieHus, B KOTOpO€ OH IOCTyIlaeT, 00s3aH OpTaHU30BaThb €ro
O3HAKOMJIEHIE C JOJDKHOCTHON MHCTpyKHuell 1 HEoOXOAUMBIMHU JOKYMEHTaMHU,
pernamenTupyromumn Tpedopanusg mno samure JIBC u ITJ{H, a Taxxke oOyueHue
HaBBIKAM  BBIIIOJIHEHUS IIPOLEAYp, HEOOXOAUMBIX I CaHKIHOHUPOBAHHOTO
ncnosns3oBanng JIBC u UCIT/H.

CoTpyAHUK J0DKEH ObITH 03HAKOMIIEH CO CBeJeHUIMU HacTosmei [Tomuruky,
IPUHATHIX Ipoleayp padortel ¢ anemenramu JIBC, UCITu nu C3ITH.

Corpyauukun HMI'X CO PAH, wucnonssyromue TeXHUUECKHE CpeCcTBa
ayreHTU(uKammy, Jo/DKHEL  obecreuuBaTh — COXPAHHOCTL — HACHTU(PUKATOPOB
(anmexTpoHHBIX Kimoueil) n He pomyckaTh HCJ[ k HuM, a Tak Xe BO3MOMXKHOCTL HX
yTepH IWIN UCIIONBL30BAHUS TpeThbUMN Jauami. [lomm3oBaTenn HECYT IIepCOHABLHYIO
OTBETCTBEHHOCTD 3a COXPAaHHOCThL HACHTH(PHKATOPOB.

Corpyauuku UI'X CO PAH pomxHEBL cl1ej0BaTh YCTaAHOBIIEHHBIM IIPOLEIypam
nojepxkanusa pexkuma 6esomnacHoct JIBC u IT{H mpu BeiGope U HCIIOIL30BAHHH
naposieil (ecnnu He UCIIONB3YIOTCS TeXHIUeCKNe CpeicTBa ay TeHTU(UKAIIN).

Corpyauukn MI'X CO PAH gomkubl obecreunBaTh HaAJISKALIYIO 3al[UTY
obopyoBaHUs, OCTaBLIeMOro 6e3 mpucMorpa, 0cOOEHHO B TeX CIydasx, KOrja B
IIOMEIleHIEe UMEIOT JOCTYII IIOCTOPOHHUE Jmia. Bee Monb3oBaTenu JOJDKHBEI 3HATh
tpeboBanusa no Gezonacuoctu JIBC u ITJ[H u mpoueaypsl 3amuTbl 000pyA0oBaHNA,
OCTaBIIEHHOTO Oe3 IPHCMOTpa, a TaKkKe CBOU OOA3aHHOCTH IO OOECIeUeHNIO TaKoil
3aIUTHI.

CoTpyZlHIKaM 3alpellaercs yCTaHaBIUBaTh IIOCTOPOHHEE IIPOTPaMMHOE
obecrieueHne, MOAKIIOYATL JIMUHBIE MOOWILHBIE YCTPOWMCTBA U HOCUTEIN
nHpopMaIIN C IEeJIbIO 3aIIUCH Ha HIX 3aIuinaeMoil nHopmMaIium.
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CoTpyAHUKAM 3alpemjaeTcs pasrfiamarh 3aluiaeMyrd  HHGOpMAIHTO,
KOTOpas cTajla UM M3BecTHa IIpu padbore ¢ uHpopmarmonusiMu cuctemamu UI'X CO
PAH, tperbum nuiam.

IIpu pabore ¢ IlJlu B UCII[In corpyauuxku HI'X CO PAH o0sa3anbr
obecneunTh OTCYTCTBUE BOBMOXKHOCTH mpocmoTpa II[J[H TperbuMu mumaMm c
MOHUTOPOB MUJIN TEPMUHAJIOB.

IIpn zaBepmennn padotel ¢ UCIIJ[H coTpyaHUKN 00S3aHLI 3aIMUTUTE KOMITh-
IOTEPHl WM TEPMUHALI C MIOMOIILIO ONOKMPOBKU KIIFOUOM IUIM HKBUBAJIEHTHOTO
CpecTBa KOHTPOJIS, HATIPUMED, JOCTYIIOM II0 IapoJIkO, €CIN He UCIIONb3YIoTCs Oolee
CUJIbHBIE CPEJCTBA 3AL[UTHI.

Corpyauuxkun HMI'X CO PAH H gomxHbl OBITE NOpOHHGOPMUPOBAHEI 00
yrposzax HapylieHus pexuma OezomacHocTu IIJ[H 1 OTBETCTBEHHOCTH 3a €ro
HapymeHue. OHHM JOJDKHBI OBITH O3HAKOMIIEHBI C YTBEpIKAEHHON ¢opMmabHOIT
IIPOLEAYPOIl HAJOXEHN AUCLUUILIMHAPHLIX B3BICKAHUII Ha COTPYAHUKOB, KOTOpHIE
HapYIIWIN IPUHATEIE TOTUTHKY U Ipoueaypsl 6e3omnacHoctu [1/]H.

CorpyaHuku o0sa3aHbl 0e3 mpoMmeyieHns coolmark 000 BeeX HaOIOaeMbIX
I TIOAO3PUTEILHBIX ciyuasx padorel UCITH, MoryImux mosneds 3a coboil yrpossl
6esonacHoctn IIJ[H, a Takke O BBISABICHHBIX HMH COOBITHAX, 3aTparuBarONUX
GezortacHocTh [IJ[H, PyKOBOJACTBY IoApasfgeseHUs H JHIy, OTBEUAIOI[eMy 3a

HEMEJJIEHHOE pearupoBaHue Ha yrposel 6ezonacuoctu [1][H.

6. OTBeTcTBeHHOCTH MoJib3oBaTesneii JIBC u VCII/IH.
B cootBercTBnu co cT. 24 depepamsuoro zakoHa Poccuiickoit Gexeparun ot
27 mona 2006 r. Ne 152-®3 «O nepcoHanbHEIX JaHHBIX» JINIlA, BHHOBHBEIE B
HapylmeHnn TpedoBaHuil jganHoro denepalbHOIO 3aKOHa, HECYT IPaXkIaHCKYIO,
YIOJIOBHYIO, aJMUHUCTPATUBHYIO, AUCIHUIUIMHAPHYIO U HHYIO IPEayCMOTPEHHYIO
3aKkoHoJaTenbcTBoM Poccuiickolt denepanun OTBETCTBEHHOCTb.
JleficTRyroImee 3aK0H0IaTeNbCTBO PP mo3BOIIET IpeabsIBILITE TpeOOBaHM 110

obecrreuennro  OezomacHoil  paboTel ¢ zamumaemoil  uHpopmanueir | u
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IIpelyCMaTPUBAET OTBETCTBEHHOCTH 3a HApyIlIeHHE YCTAHOBJIEHHBIX IIPaBUII
skcIutyatarun OBM u cucteM, HempaBOMEPHBIH JOCTyN k HMHGOpPMANUN, €CIU 3TH
JeMCTBUS MPUBENN K YHUYTOXEHUIO, OJIOKUPOBaHUIO, MoAMpUKanui mHOOpMaIum
TN HapymeHno padotel OBM wnn cereii (ctatbu 272,273 u 274 YK P®D).

[Ipn mapymenmix corpyauHukamu HMI'X CO PAH — nomws3oBareneit JIBC n
WCIIJIz mpaBmi, CBA3aHHBIX ¢ OezomacHOCThIO I1J[H, OHM HecyT OTBETCTBEHHOCTE,
YCTaHOBJIIEHHYIO JENCTBYIOIMIM 3aKOHOAATeLCTBOM Poccuiickolt deepaiui.

IIpuBeseHHbIe BhIIIE TpeOOBAHUA HOPMATHBHBIX JOKYMEHTOB IIO0 3alluTe
nHpopmanuu AOLKHEL OBITH OTpakeHbl B IIONOXKEHUAX O MOApa3IeTeHUsIX,
ocymecTtBmomux obpadborky 1[I B MCIIJ[H 1M AOMKHOCTHBIX MHCTPYKIIMIX
cotpyauuxoB UI'X CO PAH.

HeoOxoxumo Buectu B Ilomoxenus o noapazgenenusx HMI'X CO PAH
ocymectrismomux obpadorky IIJIu B WMCIIJ[H cremeHus o6 OTBETCTBEHHOCTU HX
PYKOBOAUTENEH 1 COTPYMHUKOB 3a pasIviallieHne U HEeCaHKIUOHUPOBAHHYIO
moauduxanuio (nckaxeune, pamcuduranuo) I[1J[H, a Takke 3a HempaBoMepHOE
BMENIATEJILCTRO B MIPOIECCHl IX aBTOMATU3UPOBaHHOMN 0OpaboTK.

7. HopmMaTHBHO-TIpaBOBasi 6a3a

OCHOBHBIMHI HOPMATHBHO-IIPABOBLIMHI U METOAMYECKUMU JOKYMEHTaMU, Ha
KOTOpBIX Gazupyercs Hacrosuee [Tonoxenue spisoOTCA:

| ®epepanburiii 3axon or 27.07.2006 r. Ne 152-03 «O mnepcoHanbHBIX JaH-
HeIX» (manee — P33 «O IepcoHaIbHBIX JaHHBIX»), YCTaHABIIMBAIOMINII OCHOBHBIE
OpUHIMILL 1 yeiaoBus obpaborku [1][H, mpaBa, o0sS3aHHOCTH U OTBETCTBEHHOCTH
YYaCTHHUKOB OTHOINEHHIA, CBAZaHHLIX ¢ 00padoTkoii [1]1H.

2. Tlonoxenus o Merojax u crnocobax 3amuThl HHpOpMaLUU B
HH(pOPMAIIMOHHLIX CHCTEMaX IIePCOHAJILHBIX JaHHBIX, YTBEPKIECHHOTO
npukazom @CTOK Poccun ot 11 despansa 2013 r. N 17,

3. TlocranoBnenue IlpaBuremsctea PO or 01.11.2012 N 1119 "O6
YTBEPXK/JCHNN TpeOOoBaHUIl K 3alUTe I[EepPCOHAJLHBIX JaHHBIX IPU X

06p8.60TKC B HH(I)OpMaL[HOHHBIX CHUCTEMAaX IIECPCOHAJIEHBIX JaHHBIX;
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4. «[lopsmox mpoBefeHns kiaaccudukarum WHOOPMAIUMOHHBIX — CHCTEM
IIEPCOHAJIBHBIX JIAaHHBIX», YTBEPKAECHHBIN cOBMECTHRIM [ [pnkazom OCTIK
Poccuu Ne 55, ®CB Poccunm Ne 86 m Munundopmcreszu PO Ne 20 ot
13.02.2008 r.

5. «lonoxenue 00 0COOEHHOCTSIX 0OpabOOTKH TIEPCOHANBHBIX JIAHHBIX,
OCyImecTBIsIeMOil  ©e3  HCIIONB30BaHUS  CPEJCTB  aBTOMATU3AIUIL»,
yreepxaerHoe ITocranopnennem Ilpasuremscrsa PO or 15.09.2008 r. Ne
687.

2 «TpeboBaHna Kk MaTepUaIbHEIM HOCUTEIIIM OHMOMETPUUYECKIX IIePCOHALHBIX
JAHHBIX I TEXHOJIOTUAM XpaHEHUS TaKUX JaHHBIX BHE HMH(OPMAIMOHHBIX CHUCTEM
IepCOHANLHBIX JaHHBIX», yTRepxkAeHHbIe [locTanoBnenneM IlpaBurensctBa PO ot
06.07.2008 r. Ne 512.

3 HopmaTtupHo-MeToAuueckie JokyMeHTh denepabHON ciTy OBl IO TEXHU-
yeckoMy 1 sKcliepTHoMy koHTposmo Poccuiickoit denepanun (ganee - GCTOK Poc-
cun) o obecneuenmo GezonacHocTu I 1 mpu nx o6padorke B UCITJH:

4 Pexomenpamuu 1o obecreueHnto 6e30MacHOCTU MepCOHATBHBIX JaHHBIX IIPU
ux obpaborke B HHGOPMALMOHHEIX CHCTEMax IepCOHAIBHBIX JaHHBIX, YTB. 3aM. Ju-
pexropa @PCTOK Poccun 15.02.08 r. (JICIT)

5 OcHOBHBIE MEPOIPUATHS 10 OpTaHM3AIN U TeXHUUECKOMY 0OecIedeHIIo
6e30IacHOCTH IEePCOHANBHBIX JaHHBIX, 0OpabaThiBaeMbIX B HH(OPMAIIMOHHBIX CH-
cTeMax IepCOHAbHBIX AaHHBLIX, VTB. 3am. aupekropa PCTIOK Poccun 15.02.08 r.
(ACTI)

6 BazoBas mojens yrpos 0e30macHOCTH MepCOHANbHBIX JaHHBIX IIPH UX oOpa-
O6otke B MH(POPMAIIMOHHBIX CUCTEMax MepCOHALHLIX JAHHBIX, YTB. 3aM. JUPEKTOpa
OCTOK Pocenn 15.02.08 r. (JICII)

7 Merozuka ompeaesieHnsl akTyalbHbIX yIrpo3 Oe30MaCHOCTH IepCOHAbHBIX
TaHHBIX MU 1X 00paboTke B MH(OPMAIMOHHBIX CUCTEMaX IepCOHAIbHBIX JaHHBIX,

yTB. 3am. gupexropa PCTOK Poccun 15.02.08 r. (JICII)
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[Tpunoxenue 1.

CocTan MCP 3alllNUTEI I{H(I)OpMaL[HH 1 X 0a30BEIE Ha60pBI HJISI COOTBETCTBYIOIIICTO
KJlaccCa 3alllNIECHHOCTI IfIH(l)OpMaL[HOHHOf"I CHCTCMBI

VenopHoe Knacchbl 3aHIieHHOCT H
ofo3HAYe- HHpOPMAIHOHHOMH CHCT eMBbI
MepbI 3aII{HTHI HHQOPMAIHH B HHOPMAIHOHHBIX CHCT éMaX
HHe H HO-
Mep MepbI 4 3 2 1
I. UpentHdukanus 1 ayTeHTHPHKALNS cyObEKTOB JOCTyNa U 00bEKTOR flocTyna (TAD)
Hpentudukaiingd H ayTeHTHPHKALUA [1071b30BaTENICH, ABIAIIIHXCA paboT-
HAD.1 A Al -4 HRATL m P + + + +
HHKaMH onepaTopa
HAD.2 Hpentuduxauusa 1 ayTeHTUPHKAIMA YCTPOICTB, B TOM YHCIE CTAL[HOHAP- % £
’ HBIX, MOOHJIBHBIX U MOPTATHB HBIX
HA®D 3 VYnparnenue HaeHTHPHKATOpaMH, B TOM YHCIE CO3AaHHE, TPHCBOEHHE, + 3 n i

YHHUTOKEHHE HIAEHTH(PHKATOPOR

Vrpapnexue cpeficTBaMi ayTeHTH(PHKALMH, B TOM UHCIIE XPaHEHHE, BbIfa-
NAD4 |ua, HHHLUMATH3ALMA, GIOKHPOBAHHE CPEACTB ayTEHTH(OHKALMH H NPHHATHE [ + + + +
Mep B CiIydae yTpaThl U (HWIH) KOMIPOMETALHH CPEACTE ayTeHTH( HKALHH

HA®.5 | 3amura oOpaTHOH CBA3H MPH BBOAE aYTEHTH( HKALHOHHON HH( opMaLHK + + + +

HAD.6 Mnentuukamms 1 ayreHTHOHKALMA MOJIb30BaTENEH, HEe ABIAIOMMUXCA pa-
’ GOTHHKAMH OTEpaToOpa (BHEIIHHX I0JIL30BATENEH)

Hnentndukauus U ayreHtudukauus o0beKToB (hailioBoil cHCTEMBI, 3a-
MYCKAEMBIX H HCIIOJHACMBIX MOAYINEil, 00bEKTOB CHCTEM YIpaBJieHus Ga-

HA®D.7
3aMHU J{aHHBIX, 00 EKTOB, CO3M1aBAEMBIX MPUINIAHBIM H CIIELHATBLHBIM ITPO-
rpaMMHBIM oGecriedeHHeM, HHbIX 00BEKTOR ZJOCTYIIA
[I. YnparjieHue JocTyroM cy0beKkTOB ZI0CTYIA K o0bekram foctyna (YIII)
YnpasieHHe (3aBefiCHHE, aKTHBALWA, OGIOKHPOBAHHE H YHHUTOKEHHE)
YIIJ.1 | yueTHBIMH 3aIIHCAMH I10JIb30BATEJNEH, B TOM YHCIIE BHEIIHHX [MOJIb30BATE- | + + + +

neit

Peanuzaiysg HeoOXOIUMBIX METONOB (AMCKPELMOHHLIN, MAHIATHBIH, pofie-
YIIJ1.2 [Boi miH MHON METOX), THUIIOB (UTEHHE, 3alHCh, BLITOJIHEHNE IWIH HHOI + + + +
THIT) H IPABHI pasrpaHHueHHs 10CTyIa

VYnpasnedue ((GpuibTpauus, MapLIpyTH3aLHs, KOHTPOJIb COEAMHEHHH, ofl-
HOHAMpPAaBJIEHHAs Iepeaada H HHble CriocoGbl YIpaBIeH ) HHPOPMALHOH-

YIIA3 N y v +
HBIMH TOTOKAMH MEXKAY YCTpOHCTBAMH, CErMEHTaMH HH(OpMaLHOHHO
CHCTEMBI, a TAKKE MEKTY HHPOPMALIHOHHBLIMI CHCTEMAMH
Pasnenenne nonHoMmouuii (poJeil) MNoJib3oBaTeNEl MHHHCTPATOPOB H

VII14 A (P ) , an cTpaTop % " +

JIHIL, oGecneynuBanInux GYHKIHOHUPOBAHHE HH(OPMAIIFIOHHOH CHCTEMBI

HasHaueHHe MHHHMAJIbHO HEOOXOHMBIX IPaB M NMPUBHIIETHH I0J1b30BATE-
VIIJI.S | naM, aiMHHHCTPaTOpPaM H JIHIAM, 00ecTIeUHBAIOIIHM (PYHKIIMOHHPOBAHHE + + +
HH(POPMAIIHOHHON CHCTEMBI

VILILG OrpaHHuU€HHE HEYCNEMIHBIX NMOMBITOK BX0/1a B HH()OPMALIMOHHYIO CHCTEMY
i (mocTymna K HH(OpPMAIIHOHHOI CHCTEME)
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VeiiopHoe

Knacchl 3alHnieHHOCTH

obo3HAYe- HH(pOPMAIHOHHOM CHCTeMbI
MepbI 3alI[HTHI HHQOPMAIHH B HHQOPMAIHOHHBIX CHCTeMAaX
HHe H HO-
Mep MepPbI 4 3 2 1
TIpenympexieHHE ONb30BATENA MPH €r0 BXOMAE B HH(POPMALHOHHYIO CH-
VILLT CTEMY O TOM, YTO B HHOPMAIHOHHOH CHCTEME PEaTH30BaHbl MEPHI 3alllH-
’ Thl HHpOpPMALMH, H O HEOGXOAHMOCTH COGJIOEHHA HM YCTAHOBJIEHHBIX
OMEPATOPOM MPaBHI 06paGOTKH HHOPMALHH
VIS OroR elIEHHE TI0Ib30BATENS TI0CTE YCIEMHOro BX0/la B HH(POPMAIL[HOHHYIO
" CHCTEMY O €T0 MPEABIAYIEM BXO/IE B HHPOPMAI[HOHHYIO CHCTEMY
VIO OrpaHHUYeHHE YHCTA MMapaeNbHbIX CEAHCOB JOCTYINA [JIA KAaxKIOH ydeT- &
: HOH 3aITHCH MOJIb30BATENSA HH(] OPMALIMOHHOH CHCTEMBI
BrnoxupoBaHue ceaHca JJOCTyna B HHPOPMALHOHHYIO CHCTEMY T10CIIE YCTa-
VIIZA.10 |HOBNEHHOro BpeMeHH Ge30elCTBIA (HEAKTHRBHOCTH) TOJIL30BATENA HIIH T10 + + +
€ro zamnpocy
VIIL11 Paspemienne (3anpert) ACHCTBUA M0JIb30BATENEH, paspelliEHHbIX [0 HIEH- i 4 4 &
; TH(pUKALMH U ayTeHTHPUKALIHH
VILL12 ITognepxkka H coxpaHeHHe aTpHOYTOB GE€30MACHOCTH (METOK (e€30I1acHO-
" CTH), CBA3AHHBIX ¢ HH(OPMALIHEH B IPoLIECCE €€ XPaHEHHA H 00paGoTKH
Peanusauus 3allHIIEHHOrO YOAJIEHHOIO [OCTYNa CyOBEKTOB [OCTYNA K
YIIJ.13 | o6bexTam JOCTyTIa yepes BHEIIHHE HHpopmaLoHHO- |+ + + +
TeJIEKOMMYHHKALHOHHBIE CETH
VIIJL14 PernameHTalisd 1 KOHTPOSb HCIIONL30BAHHUA B HHPOPMALOHHON cHCTEME + . " "
! TEXHOJIOTHI GECIIPOBOJIHOTO AOCTYIIA
VILLIS PernaMeHTaLA H KOHTPOJb UCIIOIL30BAHUA B HHPOPMALMOHHON CHCTEME 2 " 4 M
"7 | MOOGHIBHBIX TEXHHUECKHX CPENCTR
VIILIG VYnparneHue B3aumofieiicTBHEM ¢ HH(OPMAIHOHHBLIMH CHCTEMAMH CTO- i ¥ " "
! POHHHX opraHnzauyil (BHEMHHE HHPOPMALHOHHBIE CHCTEMBI)
VIIJ.17 | OGecnieueHne JOBEPEHHOM 3arpy3Ki CPEACTB BHIMHCIHTENLHON TeXHHKH + +
[1I. Orpannuenne nporpaMmmMHoii cpeast (OITC)
Ynpapnenue 3anyckoMm (oOpaleHHAMH) KOMIIOHEHTOB IPOTPaMMHOIO
OIIC.1 ofecreuerns, B TOM UHCIE ONpPEeNeHHe 3aIyCKAEMbIX KOMITOHEHTOB, &
’ HACTpOiiKa MapaMETPOR 3allycKa KOMIIOHEHTOB, KOHTPOJb 34 3aIlyCKOM
KOMIIOHEHTOB TPOrPaMMHOI0 0GecIeueH s
VYrpaplieHHe YCTAHOBKOH (MHCTAJIALMEH) KOMIIOHEHTOB IPOTPAMMHOIO0
OIC.2 obecreyeHns, B TOM YHCIE ONPENENCHHE KOMIIOHEHTOB, IOAJEMHKALLIMNX " "
’ YCTAHOBKE, HACTPOIKa NMapaMeTPOB YCTAHOBKH KOMIIOHEHTOB, KOHTPOJIb 34
YCTAaHOBKOI KOMITOHEHTOB IPOTPAMMHOI0 00€CIIEeUEHHS
OIIC 3 YcTaHOBKA (MHCTA/UIALMA) TOJBKO Pa3peIlEHHOr0 K HCIOb30BAHHIO MPO- " i . &
’ rpaMMHOro obecriedeHus H (M) ero KOMIOHEHTOB
OIIC 4 VYnpapneHne BPEMEHHBIMH (pafiamMH, B TOM UHCIIE 3alPET, pa3pellecHHE,
’ TnepeHanpaBIeHNE 3alUCH, yaJeHHE BPEMEHHBIX (aiinoB

IV. 3amuTa MAIIHHHBIX HocHTeNneH uHdopmaiuu (3HI)
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VeiiopHoe

Knacchl 3alHnieHHOCTH

obo3HAYe- HH(pOPMAIHOHHOM CHCTeMbI
MepbI 3alI[HTHI HHQOPMAIHH B HHQOPMAIHOHHBIX CHCTeMAaX

HHe H HO-

Mep Mepbl 4 3 2 1
3HH.1 VYuyeT MaIIHHHBIX HOCHTENEH HHpOpMALIHH + + + +
S3HI1.2 | YnpaBneHHE JJOCTYIIOM K MAIIMHHBIM HOCHTEIAM HH(OPMALHU + + + +
3HIL3 KoHTponb nepeMemieHHa MalIHHHBIX HOCHTENEH HHPOPMALIHH 32 TIPEZENLI

- KOHTPOMHPYEMOI1 30HBI
HcinoueHHe BO3MOKHOCTH HECAHKLIHOHHPOBAHHOTO O3HAKOMIIEHHS C CO-
SHI4 | ACPKaHHEM HH(pOPMALHH, XPaHALIEHCA HA MAIIHHHBIX HOCHTEJAX, H (HIIH)
' HCIIOIb30BAHHA HOCHTENEH HH(OPMALHH B MHBIX HH(OPMALMOHHBIX CH-
cTeMax
3HILS KonTponb Hernonb3oBaHHA HHTEP(eHicoB BROMA (BBIBOAA) HHPOPMALUH Ha " +
- MALUHHHbIE HOCHTEMH HH(popMaLHH
3HIL6 KonTpons BROAa (BhIROAA) HHOPMALIMH Ha MAIUHHHBIE HOCHTENH HH(Op-
: Mal
S3HI.7 | KoHTponb NOfKII0UEHHA MAIIHHHBIX HOCHTENeH HH(popMaluu
YHHUTONKEHHE (CTHPaHHE) HHOPMAIMH HA MAIIHHHBIX HOCHTENAX MPH HX
3HI1.8 nepenave MeKAY IoJb30BATENAMH, B CTOPOHHHE OPraHH3alyH 1 peMOH- + + + +
Ta WIH YTHIH3ALHHY, @ TAKAKE KOHTPOJIb YHHUTOMKEHHUS (CTHPAHUA)
V. Peructpauus co6prtnii 6e3onacuoctn (PCB)
PCE.1 Omnpenenenne coObITHH GE30NaCHOCTH, MOAIEKAIMX PETHCTPALHK, U CPO- & 3 § i
KOB HX XPaHEHHA
PCE.2 OnpegeneHne cocTapa 1 cojiepkaHusg HHGopMaLuy o coGbITHIX Gesomnac- i & " "
HOCTH, NOJYIEKAIUNX PErHCTPALIH
PCE.3 CG6op, 3amich U XpaHeHHe HHPOPMALHH O COOBITHAX OG€30MacHOCTH B Te- 4 5 i i
YEHIH YCTAHOBJIEHHOTO BPEMEHHU XPaHEHHs]
Pearupopanue Ha cOOH NpPH PerucTpauun coGpITHH G€30M1ACHOCTH, B TOM
PCE4 |‘HCIC ANNapaTHbIC H MPOrpaMMHbIE omuoKky, c6on B MexaHu3mMax cbopa + " & "
' HHQOpMALHH H JIOCTIKEHHE Mpeziena Wi NepernoNHeHns o0bema (eMKo-
CTH) MmamsTH
PCE.S MOHHTOPUHT (IPOCMOTP, aHAIH3) PE3YALTATOB PErHCTPALUH COOBITHIH & % i &
- 0e30aCHOCTH M pearnpoBaHHe Ha HHUX
PCE 6 I'enepupoBaHHe BPEMEHHBIX METOK M (WIH) CHHXPOHH3ALHA CHCTEMHOIO i i 4 §
' BPEMEHH B HH(OpMALHOHHOMH CHCTEME
PCBE.7 3amnTa HHPOPMALHH O COOBITHAX GE30MACHOCTH + + + +
PCE 8 OGecrnieueHne BO3MOKHOCTH MPOCMOTPa M aHaIH3a HHPOPMALKH O Jieil-
' CTBHAX OTAENBHLIX [0JIb30BATENEI B HH(POPMALOHHOI cHCTEME
VI. AutuBupycHas 3amuTa (AB3)
AB3.1 Peannzauys aHTHBHPYCHOMN 3aILHThI + + + +
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VeiiopHoe

Knacchl 3alHnieHHOCTH

obo3HAYe- HH(pOPMAIHOHHOM CHCTeMbI
MepbI 3alI[HTHI HHQOPMAIHH B HHQOPMAIHOHHBIX CHCTeMAaX
HHe H HO-
Mep MepbI 4 3 2 1
AB32 OGHoBIeHHE 6a3bl AAHHBIX NPH3HAKOB BPEAOHOCHBIX KOMIBIOTEPHBIX MPO- i i i i
rpaMm (BHPYCOB)
VII. O6HapyxeHHe BTOpxeHuii (COB)

COB.l [OGHapyxeHHE BTOPKEHUH + +
COB.2 [O0GHoBIEHHE 6a3bl PEMIAOIIHX [PABUI + +
VIII. KoHTpons (aHaIH3) 3aUIIeHHOCTH HHpopMatni (AH3)

AH3.1 BriABneHnEe, aHaMH3 YABHMOCTEH HHPOPMALMOHHOH CHCTEMBI U Omepa- % i, &

’ THRHOE YCTPAHEHHE BHORb BLIARIIEHHBIX YA3BUMOCTEMN
AH32 KoHTposib ycTAHOBKH OGHOBJIEHHIT IPOTPaMMHOT0 08eCIIeUeH s, BKIIOYAs & i § i
’ OGHOBJIEHHE MPOTPAMMHOT0 0GECIIEUEHH CPENCTR 3aUTHI HH) OpMaLHH
Kontposb padoTocrnocofHOCTH, NMapaMeTPoB HACTPOHKH H IIPaBHILHOCTH
AH3.3 | pyHKUHOHHPOBAHHUA MPOrpaMMHOro oGecrieueHHs M CPEACTR 3allUThl HH- + 4 +
(opmaun
AH3.4 KoHTponb cocTapa TEXHHUECKHX CPEJICTB, NPOrpaMMHOro oGecreueHus u " 4 M
* CPEACTR 3alUThl HHPOPMALIHH
Konrpone npaemi redepalii M CMEHBI Iapoliei Mmosb3oBaTeNeH, 3apeze-
AH3S |HWAH yAaJeHHA YYETHBIX 3alHceill Mojib3oBaTenell, peaan3alyuu Ipapul i i i
pasrpaHHueHHs JJOCTYIIOM, IOJIHOMOUHIT Mojib30BaTeNeH B HHPOPMALIHOH-
HOIi cHcTEME
IX. O6ecnieueHne 1eT0CTHOCTH HHpOPMaLHOHHON cucTeMbl B HHopmatun (OLYT)
OLULI Konrpone uenocTHOCTH nporpaMMHoro oGecreueHud, BKIOYas Ipo- % i
’ rpamMMHOE 0GecrieueHHe CPEICTB 3alHThl HHPOpMaLHH
OLUI2 KoHTpo/b LENOCTHOCTH HH(pOpMALH, cofep:Kalueiics B 6a3ax JaHHBIX
’ HH() OpMALHOHHOI CHCTEMBI
OGecrnieyeHHe BO3MOMKHOCTH BOCCTAHOBJIEHHA INPOrpaMMHOIro oGecreue-
OLIJL3 | Hug, BrIIOUASA NMPOrpaMMHOE OOECNEUEHHE CPEeICTR 3alluThl HHpOpMaLuH, | + + + +
NPH BO3HHKHOB EHHH HEWITATHBIX CHUTYaLH i
OGHapyKE€HHE H pearHpoBaHHE Ha IOCTYIUIEHHE B HH(OPMALHOHHYIO
OLUL4 CHCTEMY HE3alpallHBAEMbIX IEKTPOHHBIX COOOIUEHUI (TMHCEM, TOKYMEH- i &
’ TOB) H HHOII HHpOPMALKH, HE OTHOCAIMXCA K (PYHKIHOHHPOBAHHIO HH-
(opMaLHOHHOH CHCTEMBI (3allUTA OT CIIaMa)
KoHrpons copepsxania nHpopMaluH, nepegaBaeMoil n3 HHPpOPMALHOHHOL
CHCTEMBI (KOHTEHHEPHDIN, OCHOBAHHLII HA CBOiCTBAX 00BLEKTA AOCTYIA, H
OLULS KOHTEHTHBIII, OCHOBAHHBIH Ha MOHMCKE 3ampelleHHON K mepenaue HHGOP-
: MAaliH C HCIOJb30BAHHEM CHIHATYP, MACOK H HHBIX METOMOB), H HCKIIIO-
YEeHHE HENpPaBOMEPHOI mepenaun HHPoOpMaLHMH H3 HH()OPMAIOHHON CH-
CTEMBI
OLULG OrpaHHYEHHE TPaB MOJIb30BATENEH MO BBOAY HH(pOPMAIMH B HH(OpPMALH- P

OHHYIO CHCTEMY

26




I A TR T

XI. 3amura cpeas! BupTyanuszauuy (3CB)

3CB.1

HneHTHHKALMA H ayTeHTHHKALHA CyObeKTOB HOCTyNa H 00BEKTOB J[0-
CTyna B BHPTYAJIbHOH HH(PACTPYKTYpe, B TOM YHCIE aMHHHCTPATOPOB
YHpaBJICHHA cpeacTamu BI’IPT}’HHHBRHHH

3CB.2

YrpasjieHue JoCTynoM cy0beKToR H0oCTyna K 00bEKTaM JOCTYNA B BHPTY-
albHON HHPPACTPYKTYPE, B TOM YHCJIE BHYTPH BUPTYAILHBIX MALIHH

3CB.3

Perucrpauys coObITHI 6€30MACHOCTH B BUPTYaIbHON HHPPACTPYKTYpe

3CB.4

Vnpasnenue (puubTpanusa, MapIpyTH3ALMA, KOHTPONb COCOHHEHHA, Of-
HOHaIlpaBJICHHaA ncpe,uaqa) MOTOKAMH HHq)OpMaU,HH MEKIY KOMIIOHCHTaA-
MH BHPTYalbHOH HH(PACTPYKTYPHI, a TaKiKe 110 NEPHMETPY BHPTYaIbHOM
HH}PACTPYKTYPhI

3CB.5

JIoBepeHHas 3arpys3ka CEPBEPOB BHPTYaJIH3aLHH, BUPTYaIbHOH MALIHHBI
(KOHTeiHepa), CEPBEPOR YTPABJIEHHA BHPTYAIH3aLHEH

3CB.6

VrpapnaeHue MepeMeeHHeM BHPTYalbHbIX MAIlHH (KOHTEHHEPOB) H 00-
paGaTbIBaEMbIX HA HHX JIAHHBIX

3CB.7

KoHTponb LIENOCTHOCTH BHPTYaNbHOH HH(PACTPYKTYPHl H €€ KoHpHUrypa-
LI
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